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Connectivity 
Means 
Exposure

Enterprise Systems
• Employee Payroll
• Service contracts
• Customer Billing
• LIMS, etc.

Process Control Systems
• SCADA
• AMR/AMI
• Telecommunications
• HVAC

Source: ICS-CERT
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Common 
Threats

» Malware
» Any software that is intentionally designed to harm or

exploit a computer, network or server
» Insider Threats

» An insider is any person who has or had authorized
access to or knowledge of an organization’s resources,
including personnel, facilities, information, equipment,
networks, and systems.

» Social Engineering
» Manipulating people so they give up confidential

information.



Example
Vulnerabilities
How are we vulnerable?

» Disgruntled employee with access

» Shared / easy passwords

» Remote access by integrator / vendors

» USB drives

» Email

» Internet connection

» Laptop connections

» Missing patches

» Zero-Day vulnerability



America’s 
Water 

Infrastructure 
Act of 2018 

(AWIA)

The Safe Drinking Water Act (SDWA) section 1433

» Amended by America’s Water Infrastructure Act (AWIA)
Section 2013 in 2018

» Requires community water systems that serve more than
3,300 people to complete a Risk and Resilience Assessment
(RRA) and develop an Emergency Response Plan (ERP).

» Systems must certify to EPA that this work has been
completed.

» SDWA section 1433(a) states that the RRA must include
“electronic, computer, or other automated systems
(including the security of such systems),” otherwise known
as cybersecurity. Therefore, a cybersecurity assessment must
be included in the required RRA.



RRA/ERP  
Certification 
Deadlines



» Web-based Self-Assessment Questionnaire
o user can save data from the Tool

» Helps facilitate discussions between utility staff about
cybersecurity

» Provides a custom, prioritized list of recommended
controls

Assess Your System
AWWA Cybersecurity Assessment Tool and Guidance

» An EPA contractor will conduct a free assessment for
water / wastewater systems to identify gaps or
vulnerabilities in information technology and
operational technology using the EPA Cybersecurity
Checklist.

» Provides a report that identifies cybersecurity gaps
and/or vulnerabilities

EPA Cybersecurity Assessments



» Drinking Water
» AWIA requirements applies to utilities with a population over 3,300.
» IDEM initiating a voluntary program encouraging municipal drinking water utilities to perform

annual cybersecurity vulnerability assessments.

» Wastewater
» AWIA framework applies only to drinking water.
» Indiana proposing implement the same voluntary assessment and mitigation program being used in

the drinking water program, but will require additional groundwork and preparations to roll out.

» Overview
» Initially the voluntary program will be available to utilities of any size or system sophistication.
» All community public water systems and all municipal wastewater systems will be contacted and

encouraged to participate.

Indiana Requirements



» Understand the danger – know the enemy and know
their game.

» Understand and protect your network

» Improve yourself and your community – take cyber
related trainings, complete an assessment of your
system, take small steps to protect your system
(improve password complexity)

Conclusion
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